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My goal: knowing who is using 
what biological capabilities and 
to do what helps manage risks of 
accidental or deliberate misuse



WHY THINK 
ABOUT MISUSE







Why think about 
potential harms from 
misuse of your 
capabilities?

Accidental harm

Deliberate misuse

From hazard identification 
to risk management



Fast progress on AI
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What happens when things go well

https://www.theguardian.com/science/2006/jun/14/weaponstechnology.uk https://www.phe.gov/s3/law/syndna/



https://www.politico.eu/article/belgian-exporters-found-guilty-of-sending-chemicals-to-syria/

What happens when things go badly





Any … genetic element that codes for, any of the 
following:

a) any gene or genes … specific to any listed virus; or
b) any gene or genes specific to any listed bacterium or 

fungus, and which
i. in itself or through its transcribed or translated 

products represents a significant hazard to human, 
animal or plant health, or

ii. could endow or enhance pathogenicity;
c) any listed toxins or their sub-units.



HOW TO THINK 
ABOUT MISUSE







Sequence Screening Customer Screening

Images: Miguel Andrade/Wikimedia Commons, Sarah Carter

Managing risks through screening

https://commons.wikimedia.org/wiki/File:RPLP0_90_ClustalW_aln.gif


https://shorturl.at/kv2kt



WHY THINK ABOUT 
MISUSE NOW





o Requires any institution 
receiving US Federal funds to 
only use synthesis providers 
that screen orders & 
customers

o Could include international 
institutions

o Released April 2024, Updated 
Sept 2024, EIF Oct 2024

o Covers biofoundaries

o Those making and providing 
synthetic DNA to self-attest 
they screen



September 2024 Update

o Clarification on genes not 
associated with pathogenicity 
& virulence

o Additional self-attestation 
details 

o Grace period for US federally 
funded researchers until April 
2025

o Customer screening for ALL 
orders



Manufacturers Providers



o Recommendations for 
making, providing, & using 
synthetic DNA (inc. constructs 
using them)

o Published 8 October 2024

o Includes order & customer 
screening

o Links to existing laws & 
regulations

o Export controls

o Domestic controls



o International technical 
standard for nucleic acid 
synthesis

o Published March 2024

o Requires lab biosafety & lab 
biosecurity

o Requires order & customer 
screening

o Provides overview of expected 
screening but few details



HOW WE CAN HELP







o Compliance with industry best 
practices when tested against real 
order customer streams by beta 
testers such as Twist Bioscience

o <2% false positive flags of real 
synthetic biology designs

o Performance on par with industry 
screening tools in a standard test 
set

o Resilience to AI-generated 
challenges

Performance



Free, open-source, and 
under continuous 
development.

You can use the Common Mechanism right now!



WORKSHOP
• Join this afternoon
• Synthesis screening
• Customer screening
• Practical activities 

and active learning



THANK YOU
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